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What do they have in common?
 

 

 

 

 

Food Provenance  



Provenance of Food

Food provenance means:
• knowing where food was grown, 

caught or raised
• knowing how food was produced
• knowing how food was transported

(source BBC bitesize)



Provenance of Art

Provenance of art:
• is the documentation that 

authenticates a particular art piece
• provides details like the work’s 

creator, history, and appraisal value.

Nat Tate, a fictional dead artist, whose drawings
are being sold at real auction houses
https://www.theguardian.com/books/2011/oct/14/nat-tate-artist-hoax-william-boyd



Provenance of Data － A timeline

• We are poor at tracking the provenance of our data! But it is essential!
• 2002 UK e-Science programme, myGrid project
• But how?

• “Good curation demands good provenance. Provenance is no longer merely the nicety of artists, 
academics, and wine makers. It is an ethic we expect.” (Jeff Jarvis, 2010) 
http://buzzmachine.com/2010/06/27/the-importance-of-provenance/

• Provenance is a record that describes the people, institutions, entities, and activities, involved in 
producing, influencing, or delivering a piece of data or a thing in the world
• Provenance working group, World Wide Web Consortium, 2013
• W3C PROV is a standard for provenance on the Web

• “Good curation demands good provenance. Provenance is no longer merely the nicety of artists, 
academics, and wine makers. It is an ethic we expect.” (Jeff Jarvis, 2010) 
http://buzzmachine.com/2010/06/27/the-importance-of-provenance/

http://buzzmachine.com/2010/06/27/the-importance-of-provenance/


Provenance in AI

“When PROV is adopted as a way of uniformly 
encoding the provenance of a decision within or 
across organisations

…. You can then extract the relevant 
information to construct the desired 
explanation

the approach will help automate the process of 
extracting explanations about the pipeline 
around an AI model.”

The UK Information Commissioner’s office 
https://ico.org.uk/for-organisations/guide-to-data-
protection/key-data-protection-themes/explaining-
decisions-made-with-artificial-intelligence/



PROV 101



Provenance Working Group



Provenance 101: Three Core Concepts and Associations
The PROV Data Model http://www.w3.org/TR/prov-dm/

Application PROV

Piece of information, decision, 
vote, document, position reading, 
plan, data set, model,

Actions such as planning, 
monitoring, voting, writing, 
reporting, commenting, 
approving, training, classifying

Person, service, system, 
organization, collective



National Climate Assessment Reports (2018,2014)

GCIS utilizes PROV to express provenance of resources



https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442

https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442.thtml

https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442
https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442.thtml


Impact of PROV

• “PROV improves access to information 
through the use of linked knowledge 
and the knowledge graph”

• “PROV works in the background to 
provide a clear, ethical and 
transparent data source”

• “PROV ensures that information 
released to the public domain is 
accurate”

https://www.impact.science/case-study/evaluating-impact-of-the-prov-data-
model-how-impact-science-gathered-evidence-for-ref-2021-for-kings-college-
london-and-newcastle-university/



Provenance Analytics



Why analytics? Common sense motivation

Can we relate provenance to 
properties (quality, reliability, 
etc) of data and underpinning 

processes?



Distinguishing entities by their Provenance Type (i.e. their history)

Compare:
(1) Harry Potter and the Philosopher’s Stone, 
(2) Harry Potter à l’école des sorciers

Similar because they are both entities: (same 0-type  )
Even more similar because they were both:

• Generated by an activity,  
• Attributed to an agent, and
• Derived from other entity.

(same 1-type. )

Going one step further, (1) is a result of two consecutive 
derivations, whereas (2) isn’t. 
(different 2-type. )
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Computing Provenance Types

Provenance types are inferred recursively:
• A node v ’s n-ty         type by given by 

combining all edges starting at v with the 
(n-1)- type of the nodes v connects to. 

The computational complexity is thus linear
on the number of edges of the graph.  

Provenance Type “2” can be paraphrased as:

The type of entities attributed to an agent, derived from an entity, and generated by an activity

0-type and 1-type
Level n

Level 0 Level 1

Level n-1



Provenance Types (level 0, 1, 2, … , k)
Le

ve
l 0
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ve
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The deeper the type, the more discriminating it is



Provenance Kernel
• For a graph, we calculate each node’s  

provenance types up to a given level k. 

• We count how often each type appears 
in the graph

• Two graphs are similar if they have similar 
combinations of provenance types. 
• A graph’s feature vector counts the 

number of occurrence of each of its 
provenance types. 

• The dot product between two feature 
vectors is a measure of how similar the 
graphs are (provenance kernel): the 
higher the dot product, the more similar 
the graphs 

David Kohan Marzagão, Trung Dong Huynh, Ayah Helal, 
Luc Moreau, Provenance Graph Kernel
Arxiv 2020, https://arxiv.org/abs/2010.10343



Machine Learning for Provenance

• Why ML for Provenance? 
• Classification task for provenance  … to predict data/application characteristics

• Method that doesn’t need to be tailored to each different application.

MIMIC DB

Pokemón Go
Simulator

CollabMap
Application

Provenance 
Network Metrics

Gram 
Matrix

Provenance
Type Counts

SVM

ML methods

SVMGraKeL
Graphs

provenance
kernels

provenance
network metrics

GraKeL
graph kernels 

Classifier

cross validation 

PROV Graphs



Machine Learning for Provenance
• Comparison of Provenance Kernels (PK), with 

Graph Kernels (GK) and Provenance Network 
Analytics (PNA)

• Variety of datasets: human processes, huma-
machine processes, machine-only processes 
(simulations)  

PK is fast and outperforms fast GK methods, is 
providing similar performance to slower methods 
(GK-slow and PNA)



Provenance Graph Summarisation

• Summarisation = Provenance Graph Transformation
• Each node in Summary graph corresponds to a 

provenance type in the original graph
• Map each graph node (n1) to a summary node (t1) 

with its provenance type
+ count of the number of graph nodes for each 

summary node
• Map each graph edge (n1,n2) to a summary edge (t1, 

t2)
+ count of the number of graph edges for each 

summary edge
• Visual rendering of the counts by the thickness of 

edges/nodes
• Facilitates outliers and common pattern detection

Luc Moreau. Aggregation by provenance types: A 
technique for summarising provenance graphs. In Graphs 
as Models 2015, Electronic Proceedings in Theoretical 
Computer Science 2015





Summarisation Application: Outlier detection

The original has over 10000 nodes, and cannot be 
visualised in a useful way.  The summary however 
shows key aspects.

Ramchurn, Sarvapali D., Huynh, Trung Dong, Venanzi, Matteo and Shi, Bing (2013) 
Collabmap: crowdsourcing maps for emergency planning. The 5th Annual ACM Web 
Science Conference, France. 02 - 04 May 2013. pp. 326-335 .



Explanations



https://explain.openprovenance.org/report/

Huynh, TD, Stalla-Bourdillon, S & Moreau, 
L 2019, Provenance-based Explanations for 
Automated Decisions: Final IAA Project 
Report.



Loan Assessment Pipeline

Loan Assessment Pipeline

Imputer
Decision 

Tree 
Classifier

Loan 
application

good / 
bad

Provenance-enabled Decision Pipeline
• User submits a loan application
• Decision making pipeline makes a recommendation
• Classifier trained over a dataset of loan applications and associated 

decisions
The provenance of each step is recorded and stored after each run

https://explain.openprovenance.org/



Simulate a loan application



Provenance-based Explanations for Data Subjects
Questions Automation Inclusion Exclusion Sources Relevance Accuracy Fairness

We recorded the provenance of the above decision, from which explanations about the decision can be generated. If you have queries

about the above decision, some explanations can be found below by clicking on the corresponding questions below.

Has the loan decision been reached solely via automated means? 

Whether a decision made solely by automated means without any meaningful human involvement.

What types of data were used to assess my loan application? 

A loan application assessment may consider several types of data about the applicant, such as credit scores, or other publicly available information.

Which data was excluded from the decision process? 

Some information you provided may not be used, either because it is not legal to do so orthe organisation deemed it is not relevant to the decision of approving

your loan.

Where did you get those data about me? 

Data considered by a credit institution may come from a variety of sources.

How timely relevant is the data used for assessing my loan? 

Data used in loan decision making may be collected a long time ago and no longer relevant.

Are the data used for assessing my loan application correct? 

Data correctness may not be guaranteed: the applicant may have made a typo in their application or the data provided by a third-party may be inaccurate.

Is there bias introduced in the decision by my home ownership status? 

An automated decision may be sensitive to a particular demographic such as whether the loan applicant owns a home or not, for instance.



Loan Decision

1. Decision about loan application

2. The staff involved in the decision

3. An automated recommendation

4. The service making the recommendation

5. The loan company

6. The loan characteristics

7. The AI classification procedure



Rectification Request

1. Request to rectify data

2. Decision to rectify data

3. The staff involved in the decision

4. The revised data



Towards a methodology for
legally-grounded explanations
work with Niko Tsakalakis and Sophie Stalla-Bourdillon



Methodology overview
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From the point of view of an organisation From the research point of view

Explanation Assistant tool for organisations to 
provision their applications with provenance-based 
explanations capabilities.



A. Framework of classification

Type of 
disclosure

Explanation 
trigger

Primary/ 
Secondary 

components

Related/other 
support 

mechanisms
Intended 
recipient

Explainability 
goals 

Minimum 
required 
content

Priority level
Underlying 

concerns and 
questions

Mandatory/
Discretionary

Action/
Condition

Sub-obligations
Similar /
Complementary
existing measures

Internal group /
Supervisor /
External User

Mandatory data 
points referred to 
by explanation

Action
Design
Education
Troubleshooting
Trust

Explicit / 
Implicit 

Underlying question:
What?
Why?
Why not?
What if?
How to?

(Sophie Stalla-Bourdillon, Niko Tsakalakis, PLEAD Project)

A. 
Explanations 
classification

B. Socio 
technical 

specification

C. Explanation
Plans

D. Shape of 
provenance 

E. Queries



Requirements are 
matched  with 
explainability goals 
and broken down 
based on 
o triggers
o audience
o minimum content
o priority…

B. Socio-technical specification
A. 

Explanations 
classification

B. Socio 
technical 

specification

C. Explanation
Plans

D. Shape of 
provenance 

E. Queries



C. Explanation Plans

The data subject rectification request 
<reference to request> was reviewed by an 
agent <reference to staff> who decided to 
accept it based on the data subject provided 
reason <subject reason>.

• Includes reference to PROV elements variables
• Grammatical structure
• Surface generation left to NLG library

A. 
Explanations 
classification

B. Socio 
technical 

specification

C. Explanation
Plans

D. Shape of 
provenance 

E. Queries



D. Shape of Provenance
A. 

Explanations 
classification

B. Socio 
technical 

specification

C. Explanation
Plans

D. Shape of 
provenance 

E. Queries

A lightweight vocabulary used to annotate the 
provenance and exploited by our queries



E. Provenance Queries
A. 

Explanations 
classification

B. Socio 
technical 

specification

C. Explanation
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D. Shape of 
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1. Configuring the Explanation Assistant

1. 
Se

le
ct

 
ex

pl
an

at
io

ns
 

in
 co

nf
ig

ur
at

or

Co
nf

ig
ur

at
io

n

2.
 In

st
an

tia
te

 
Ex

pl
an

at
io

n 
As

sis
ta

nt

Ex
pl

an
at

io
n 

As
sis

ta
nt

3.
 E

xp
os

e A
PI

AP
I

4.
 In

te
gr

at
e

Ap
pl

ica
tio

n 
da

ta
Ex

pl
an

at
io

ns



2. Instantiate Explanation Assistant
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3. Expose API
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4. Integrate
{

"plead.rectification.accept2a": 
"Your rectification request 
(customer_requests/1234) was 
reviewed by an agent (staff/211) who 
decided to accept it based on your 
provided reason [ My annual income 
is not correct, it is 150000 not 
50000 ]." ,

"plead.rectification.accept2b": 
"Your loan application 
(applications/128350251/v1) was 
corrected on 2019-05-15T14:29:30."

}
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Explanations as JSON (without markup) Logged valued to instantiate provenance templates



Robotic Use Case
Work with Senka Krivic, Gerard Canal, Dong Huynh, Thump Project



And robots in the mix …

In an environment where 
the knowledge base 
changes frequently, how 
can we explain the actions 
of the robot?



Provenance Enabling ROS Plan
Waypoints are generated and stored in 
the knowledge base of robot. The robot 
planner creates a plan to visit all the 
waypoints. Plans actions are issued, 
executed by the robot and monitored 
for successful completion.

1. Cancelled Plan

2. Failed Action

3. Plan Dispatcher

4. Original Plan

5. Waypoints

6. Roadmap server



First Explanations
Plan description

"thump.plan.actions1a": "Plan (move-
turtlebot.0) has action 
(plan/actions/0) and action 
(plan/actions/1)."

Statement of failure

"thump.plan.failure1a": "The plan 
(move-turtlebot.0) which was 
dispatched during activity 
(dispatching_plan/367) by the 
dispatcher (rosplan_plan_dispatcher) 
was canceled."

Root cause analysis, choice of explanations 
with increasing details

"thump.plan.failure1b": "Plan (move-
turtlebot.1) was failed by action 
(plan/actions/1.3)."

"thump.plan.failure1d": "Plan (move-
turtlebot.1) was failed by action 
(plan/actions/1.3) derived from 
(plan/actions/1) with waypoint (wp2) 
created by ROS Node 
(rosplan_roadmap_server)."



Conclusions



Conclusion
• PROV
• National climate assessment, loan assessment, robotic scenario

• PROV
• Allows for traceability of artifacts, activities, and responsibility
• Allows for all versions to be managed and searched
• Allows for user navigation

• PROV
• Allows for essence of provenance to be found
• Allows for explanations to be constructed

• User benefits of PROV
• Increased trust in data and processes
• Provenance is actionable 
• Navigability
• Explainability

• Explanations are meeting a clear purpose (legal or other)

Provenance has become a 
fundamental 

data governance tool! 



Contact details/for more information
Prof Luc Moreau
King’s College London
Bush House, 30 Aldwych, London, WC2B 4BG
+44 (0)20 7848 6808
luc.moreau@kcl.ac.uk
https://nms.kcl.ac.uk/luc.moreau/

© 2020 King’s College London. All rights reserved


