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Food provenance means:
« knowing where food was grown,

caught or raised Waitrose

« knowing how food was produced B <weet, full

» knowing how food was transported | flavoure !
classic vine |
tomatoes

(source BBC bitesize) e




Provenance of Art

Provenance of art:

e is the documentation that
authenticates a particular art piece

 provides details like the work’s
creator, history, and appraisal value.

A"\‘j" oSl ‘f n a""‘ mzsws

Nat Tate, a fictional dead artist, whose drawings
are being sold at real auction houses
https://www.theguardian.com/books/2011/oct/14/nat-tate-artist-hoax-william-boyd



« We are poor at tracking the provenance of our data! But it is essential!
« 2002 UK e-Science programme, myGrid project
e But how?

* “Good curation demands good provenance. Provenance is no longer merely the nicety of artists,
academics, and wine makers. It is an ethic we expect.” (Jeff Jarvis, 2010)
http://buzzmachine.com/2010/06/27/the-importance-of-provenance/

4 )

* Provenance is a record that describes the people, institutions, entities, and activities, involved in
producing, influencing, or delivering a piece of data or a thing in the world
* Provenance working group, World Wide Web Consortium, 2013
 W3C PROV is a standard for provenance on the Web

\_

4073 PROV



http://buzzmachine.com/2010/06/27/the-importance-of-provenance/

“When PROV is adopted as a way of uniformly
encoding the provenance of a decision within or
across organisations

.... You can then extract the relevant
information to construct the desired

explanation

the approach will help automate the process of Explaining

extracting explanations about the pipeline deCiSiOnS
around an Al model.” .
made with Al

The UK Information Commissioner’s office
https://ico.org.uk/for-organisations/guide-to-data-
protection/key-data-protection-themes/explaining-
decisions-made-with-artificial-intelligence/



PROV

PROV 101



<« c Q U & https://www.w3.0rg/2011/01/prov-wg-charter E] e {?

., Getting Started Q Most Visited @ Getting Started ., Getting Started (@ New Tab @ CORS Tester
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Provenance Interchange Working Group Charter

The mission of the Provenance Working Group, part of the Semantic Web Activity, is to support the widespread publication and use of
provenance information of Web documents, data, and resources. The Working Group will publish W3C Recommendations that define a
language for exchanging provenance information among applications.

Join the Provenance Working Group.

End date 30 September 2013
Confidentiality Proceedings are public

Luc Moreau, University of Southampton

Initial Chairs Paul Groth, VU University Amsterdam

Initial Team Contacts

(FTE %: 20) Ivan Herman (updated)

Teleconferences: Weekly
Face-to-face: Once Annually

Usual Meeting Schedule




Provenance 101: Three Core Goncepts and Associations

The PROV Data Model http://www.w3.org/TR/prov-dm/

Application PROV

/,__,
AN

Piece of information, decision,
vote, document, position reading, |
plan, data set, model,

o\
tit |
enti y‘x Py

Actions such as planning,
monitoring, voting, writing,
reporting, commenting,
approving, training, classifying

activity

Activity

wasDerivedFrom

Q wadf

e{° 0"

wasAttributedTo Wat

Person, service, system,
organization, collective

agent

Wsc N 1{e)")

waslinformedBy

actedOnBehalfOf



National Climate Assessment Reports (2018,2014)

{'@ U.S. Global Change
\ Research Program

Fourth National
Climate Assessment

Volume ||
Impacts, Risks, and Adaptation in the United States

GlobalChange.gov
US. Global Change Research Program

Global Change Information System

Connecting global change resources.

19 indicators 2,068 reports

7,401 articles 1,783 figures
1,276 journals 463 findings
409 books 200 tables
3,225 datasets 7 scenarios

13,928 people 8,175 organizations

Lison [ v

GCIS utilizes PROV to express provenance of resources



hitps://data.globhalchange.gov/image/87622e9d-ecal-490a-9970-c9d79039h442

» USGCRP
Search

— GCIS

image : 87622e9d-eca7-450a-9970-c9d79035b442

Late 21st Century

Late 21st Century, Higher Scenario (RCP8.5) ’\:@e,mm(mwa

— it

Figure may be copyright protected and permission may be required. Contact original figure source for information

The time range for this image is January 01, 1986 (00:00 AM) to December 31, 2099 (00:00 AM).

This image was created on June 07, 2018. . T‘.
This image was submitted on December 03, 2018. —
Change in Temperature (°F)
[ T
-1 0 1 2 3 4 5 6 7 8

Provenance
This image was derived from dataset World Climate Research Program's (WCRP's) Coupled Model Intercomparison Project phase 5 (CMIP5) multi-model

The spatial range for this image is 16.92° to 71.38° latitude, and 173.00° to -65.09° longitude. -
ensemble using the activity nca4-projected-global-temperature-panel-4-wi97g-process ]

H

ira

. e 23]
g P oy
[ o w :

Iceland

<https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442>
prov:wasGeneratedBy <https://data.globalchange.gov/activity/ncad-projected-global-temperature-panel-4-wi97g-process>;

prov:wasDerivedFrom <https://data.globalchange.gov/dataset/nca3-cmip5-ri>.

https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442.thtml

LACGIGETITEEE JSON | YAML | Turtie | N-Triples | JSON Triples | RDF+XML | RDF+JSON | Graphviz | svG

GlobalChange.gov

U.S. Global Change Research Program


https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442
https://data.globalchange.gov/image/87622e9d-eca7-450a-9970-c9d79035b442.thtml

- -

« “PROV improves access to information wan  IMpact Evaluation of
. PROV
through the use Of llnked knOWIedge A Provenance Standard Published by the

World Wide Web Consortium

and the knowledge graph”

« “PROV works in the background to
provide a clear, ethical and
transparent data source”

« “PROV ensures that information
released to the public domain is
accurate”

Lyndsay McAteer

https://www.impact.science/case-study/evaluating-impact-of-the-prov-data-
model-how-impact-science-gathered-evidence-for-ref-2021-for-kings-college-
london-and-newcastle-university/






Waitrose focuses on
:Fm TlmmF Provenance quality and
Quality: Is Data the provenance in
New Wine? ~ting push

Can we relate provenance to
properties (quality, reliability,
etc) of data and underpinning

processes?

The oraisal

Lidl to laur
quality' ads

Wight Marque - Isle of Wight Food Provenance Scheme



Distinguishing entities hy their Provenance Type (1.e. their history)

5
Compare: E
(1) Harry Potter and the Philosopher’s Stone,

(2) Harry Potter a I’école des sorciers

Similar because they are both entities: (same )

Even more similar because they were both:

label: Harry Potter and the Philosopher's Stone

name: Jean-Francois Ménard translating e

» Generated by an activity,

 Attributed to an agent, and
(2)

* Derived from other entity.

(same )

label: Harry Potter a l'ecole des sorciers

Going one step further, (1) is a result of two consecutive
derivations, whereas (2) isn’t.

(different )




GComputing Provenance Types

Provenance types are inferred recursively: and
e Anodev’s type by given by

"0":[Ent] (count: 1)

"1":[Ag] (count: 2)

"2":[Ent,Wat([Ag]), Wdf([Ent],[]), Wgb([Act])] (count: 2)
"3":[Act,Usd([Ent]),Waw([Ag],[])] (count: 2)

combining all edges starting at v with the

type of the nodes v connects to.

The computational complexity is thus linear
on the number of edges of the graph.

Provenance Type “2” can be paraphrased as:

The type of entities attributed to an agent, derived from an entity, and generated by an activity

,Ent,Wz;lt([Ag]), Wdf([lént],[|) .ng([Act])]




Provenance Types (evel 0,1,2,..., k)

@ Frefor Fle Edt View Hs:

IIOII:
II1 ll:
lI2ll:

Act] (count: 2)
Ent] (count: 3)
Ag] (count: 2)

Document [ Document Summary PROV Types £ PROV Types1

Document: http://localhost:7075/provapi/documents/m100014 PROV Types: http://localhost:7075/provapi
/documents/m100014/provtypes/m100015

"0":[Ent] (count: 1)

"1":[Ag] (count: 2)

"2":[Ent,Wat([Ag]), Wdf([Ent],[]), Wgb([Act])] (count: 2)
"3":[Act,Usd([Ent]),Waw([Ag],[])] (count: 2)

"0":[Ent] (count: 1)

“1":[Ag] (count: 2)

"2":[Act,Usd([Ent]),Waw([Ag],[])] (count: 1)
"3":[Ent,Wat([Ag]), Wdf([Ent],[]), Wgb([Act]), Wgb([Usd([Ent]), Waw([Ag],[)))]
(count: 1)

"4":[Act,Usd([Ent]),Usd([Wat([Ag]), Wdf([Ent],[]), Wgb([Act])]), Waw([Ag], )]
(count: 1)

"5":[Ent,Wat([Ag]), Wdf([Ent],[]), Wdf([Wat([Ag]), Wdf([Ent],[]), Wgb([Act])],
), Wgb([Act]), Wgb([Usd([Ent]), Waw([Ag],[)])] (count: 1)

Config

P-Types ANIM [N

"0":[Ent] (count: 1)

"1":[Ag] (count: 2)

"2":[Ent,Wat([Ag]), Wdf([Ent],[]), Wgb([Act])] (count: 2)
"3":[Act,Usd([Ent]), Waw([Ag],[])] (count: 2)

The deeper the type, the more discriminating it is



David Kohan Marzagao, Trung Dong Huynh, Ayah Helal,

Pm\'enanﬂe Kernel Luc Moreau, Provenance Graph Kernel

Arxiv 2020, https://arxiv.org/abs/2010.10343

« For a graph, we calculate each node’s "0":[Ent] (count: 1)
provenance types up to a given level k. "1":[Ag] (count: 2)
"2":[Ent,Wat([Ag]), Wdf([Ent],[]), Wgb([Act])] (count: 2)
 We count how often each type appears "3":[Act,Usd([Ent]), Waw([Ag],[])] (count: 2)
in the graph

« Two graphs are similar if they have similar
combinations of provenance types.

« Agraph’s feature vector counts the
number of occurrence of each of its
provenance types.

« The dot product between two feature
vectors is a measure of how similar the
graphs are (provenance kernel): the
higher the dot product, the more similar
the graphs



Machine Learning for Provenance

 Why ML for Provenance?
 C(Classification task for provenance ... to predict data/application characteristics

« Method that doesn’t need to be tailored to each different application.

| GraKelL GraKeL .| Gram SVM
Graphs | graphkernels | Matrix

MIMIC DB
C PROV Graphs
— H
— H
— H
N —am provenance N —am SVM AN
-ﬁ- g kernels - o .
— (Wecss [ Provenance ‘ -
CollabMap A Type Counts Classifier
Application
provenance _ Provenance
—> . —— ML methods —
@ network metrics | Network Metrics metnods
Pokemon Go
Simulator

cross validation



Relative Time

Machine Learning for Provenance

« Comparison of Provenance Kernels (PK), with
Graph Kernels (GK) and Provenance Network
Analytics (PNA)

* Variety of datasets: human processes, huma-
machine processes, machine-only processes
(simulations)

mm PK-G mm PK-A Bl GK-fast mm GK-slow mmm PNA

1

02
0
 gumif n=ENN el meBER me M .

MIMIC CM-B CM-R CM-RS PG-T PG-D
Dataset

mmm PK-G mm PK-A mmm GK-fast mmm GK-slow

MIMIC CM-B CM-R CM-RS PG-T PG-D
Dataset

1.0

0.

o

Accuracy
o
»

o
N

0.

N

0.

o

PK is fast and outperforms fast GK methods, is
providing similar performance to slower methods
(GK-slow and PNA)



Provenance Granh summarisation Luc Moreau. Aggregation by provenance types: A

technique for summarising provenance graphs. In Graphs
as Models 2015, Electronic Proceedings in Theoretical

Summarisation = Provenance Graph TransformationComputer Science 2015

Each node in Summary graph corresponds to a

provenance type in the original graph

Map each graph node (n1) to a summary node (t1)

with its provenance type

+ count of the number of graph nodes for each
summary node

Map each graph edge (n1,n2) to a summary edge (t1,

t2)

+ count of the number of graph edges for each

summary edge
Visual rendering of the counts by the thickness of

edges/nodes
« Facilitates outliers and common pattern detection



@ Firefox Fle Edit View Hstory Boowmarks Tools  Window  Help 2ET e SO MDD O i W F L 00 S5un1707 oMo O @ =
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Document ™ Document Summary £ PROV Types £ Summary1

Document: http://localhost:7075/provapi/documents/m100013 Summary: hitp://localhost:7075/provapi/documents/m100016

Config PROV-N P-Types SVG
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User_0

BuildingIdentification_1

t

Building_8

Routeldentification_7

Building Verification_3

(' Route_2

RouteVerification_5

(  RouteSet_4

CompletionVerification_6

local_9

Ramchurn, Sarvapali D., Huynh, Trung Dong, Venanzi, Matteo and Shi, Bing (2013)
Collabmap: crowdsourcing maps for emergency planning. The 5th Annual ACM Web
Science Conference, France. 02 - 04 May 2013. pp. 326-335 .

"0":[Ag,Prim([collabmap:User])] (count: 85)
"1":[Act,Prim([collabmap:Buildingldentification])] (count: 1082)
"2":[Ent,Prim([collabmap:Route])] (count: 370)
"3":[Act,Prim([collabmap:BuildingVerification])] (count: 1393)
"4":[Ent,Prim([collabmap:RouteSet])] (count: 483)
"5":[Act,Prim([collabmap:RouteVerification])] (count: 1135)
"6":[Act,Prim([collabmap:CompletionVerification])] (count: 1077)
"7":[Act,Prim([collabmap:Routeldentification])] (count: 371)
"8":[Ent,Prim([collabmap:Building])] (count: 1082)
"9":[Ent,Prim([collabmap:Vote])] (count: 5952)

P B B e B B B B e R ]

The original has over 10000 nodes, and cannot be
visualised in a useful way. The summary however
shows key aspects.
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Loan Assessment Pipeline

Loan

https://explain.openprovenance.org/

/ . .
Loan Assessment Pipeline

application

Provenance-enabled Decision Pipeline

> Imputer

Decision
Tree
Classifier

N\

« User submits a loan application

 Decision making pipeline makes a recommendation

 Classifier trained over a dataset of loan applications and associated

decisions

The provenance of each step is recorded and stored after each run




explain.openprovenance.org

Home Loan Scenario About

explain.openprovel

Home LoanScenario About
. . o
View Loan Application #118209633
o o .
Loa n Dec | S |O n Sce n a r | O Below is a simulated loan application. Submitting the application will have it processed by an automated decision pipeline.
Credit applications nowadays are typically assessed by automated systems and often approved or rejected within seconds, without human . .
intervention. This loan scenario simulates such an automated loan decision pipeline in order to explore potential questions one may ask Your loan appl ication
about the pipeline and its decisions.
In this scenario, a credit institution employs a loan application assessment process that relies on the risk factor of the loan application, which Application Type lREltiGLE)
is calculated by a machine learning model. The model was trained from historic loan performance data and takes into account a variety of
data: Loan Amount 40000.0
e theborrower: income, employment length, FICO score, debt-to-income ratio, etc.
e theloan: the loan amount, loan purpose, loan grade, interest rate
Term 36 months
In this demonstrator, a loan dataset was used to build the decision pipeline that provides recommendations on whether to approve or
reject aloan application based on the characteristics of the borrower and the loan itself.
Title Debt consolidation
Try out the scenario
You can play the role of a customer applying for a loan by following the following steps: Purpose alit el
1. Simulate a loan application: filling in a loan application - the data will be randomly picked from our dataset for you.
2. Submit the application: the application will go through the automated decision pipeline and a decision will be produced. Job Title Officer Major- Navigator
3. Understand the decision: explanations will be offered to answer a number of questions often asked by an applicant in this scenario.
Employment Length 10+ years
[@Simulate a Loan Application _
Annual Income 120000.0
Home Ownership MORTGAGE
Loan ID Amount Term Purpose Submitted
State OH
129869313 $25600.00 60 months debt_consolidation 1day ago
124968735 $40000.00 60 months debt_consolidation 1day ago Zip Code 240

Submit Application




Provenance-based Explanations for Data Subjects

Questions Automation Inclusion Exclusion Sources Relevance Accuracy Fairness

We recorded the provenance of the above decision, from which explanations about the decision can be generated. If you have queries

about the above decision, some explanations can be found below by clicking on the corresponding questions below.

e Hastheloan decision been reached solely via automated means?

Whether a decision made solely by automated means without any meaningful human involvement.

e \What types of data were used to assess my loan application?

A loan application assessment may consider several types of data about the applicant, such as credit scores, or other publicly available information.

e \\Vhich data was excluded from the decision process?

Some information you provided may not be used, either because it is not legal to do so orthe organisation deemed it is not relevant to the decision of approving
your loan.

e \Where did you get those data about me?

Data considered by a credit institution may come from a variety of sources.

e How timely relevant is the data used for assessing. my loan?

Data used in loan decision making may be collected a long time ago and no longer relevant.

e Are the data used for assessing my loan application correct?
Data correctness may not be guaranteed: the applicant may have made a typo in their application or the data provided by a third-party may be inaccurate.

e |sthere bias introduced in the decision by my home ownership status?

An automated decision may be sensitive to a particular demographic such as whether the loan applicant owns a home or not, for instance.




applicants/128350251

type: prov:Organization type: prov:Organization filesize: 7100
type: In:CreditReferencingA gency type: In:CreditReferencingA gency sha256:  1d4bf2 36164da7304978§49¢f3 2a84a41213b360b4
created_at: 2019-05-10T14:10:16
N type: In:LoanApplication o N
type: pl:Data 2 \\\
Th 1 attr_loan_amnt: 12025 type: In:CreditReference N
e Oan CO I I I an attr_term: 36 months type: pl:Data \.
5 M p y o attr_emp_title: Lead Vet Tech o attr_earliest_cr. line: Sep-2010 \
e O o e attr_emp_length: 4 years attr_open_acc: 5
type: e ) (e Desein attr_home_ownership: RENT attr_pub_rec: 0
fico_range_low: 710 machine_release: 18.50 process_application/128350251 e 0000 loan_features/128350251 o 140
fico_range_high: 714 machine version:  Darvin Kemel Version 18.50: Mon Mar 11 20:40:3§PDT2015; rootxnu-4903251 3-3/RELEASE, X86_64 e e i i Y
created_at: 2019-03-10T11:0000 machine_python_version: 3.73 T S g v att ot ace: o
I attr_zip_code: 950xx J/ attr_pub_rec_bankruptcies: 0
aitr_addr_state: cA / created_at: 2019-01-10T14:10:16
attr_application_type: Joint App
created_at: 2019-05- 13T14:58:00 /
.
. L] L] //
The service making the recommendation /
4 L] g 1N
type: pd:Series
type: pl:DerivedSubjectData
attr_loan_amnt: 12025
attr_term: 36
attr_int_rate: 14.07
attr_installment: 411.4
attr_emp_length: 4
attr_dti: 46
attr_carliest_cr_line: 2010
attr_open_acc: 5
oL e classify_loans/128350251
° attr_log_annual_inc: 4.69898
3. An automated recommendation
° attr_log_revol_bal: 3.61711
attr_sub_grade_C3: 1
attr_home_ownership_RENT: 1
attr_verification_status_Source_Verified: 1
attr_purpose_credit_card: 1
attr_addr_state_CA: 1
attr_initial_list_status_w: 1
attr_application_type_Joint_App: 1
\\\

2. The staff involved in the decision

del

staff/211

—

1. Decision about loan application

use

type:
recommendation:
probability_chargeoff: 0.211044

In:approved

In: AutomatedLoanRecommendation

review_recommendation/1 2832?).‘55 1 ‘

anAssessment
JumanLedAct




Rectification Request

1. Request to rectify data —

http://example .org/institution http://example.org/applicants/128350251
att

del documents/12754

2. Decision to rectify data

type: In:Payslip

customer_requests/1234

type: pl:DataRectificationRequest
request_reason: My annual income is not correct, it is 150000 not 50000
timestamp: 2020-05-13T14:58:15

2
2
2
-
s asso
2
2

#5c: prov:Person T review_request/lel‘ie

type: In:DataProtectionOfficer

3. The staff involved in the decision

en
att B\ ger

rectification_review_decision/1234

7
2
-
2

assoc

type: pl:ReviewDecision

Y start type: pl:HumanDecision
rectlfymg/ 1234 type: pl:AcceptanceDecision
comment: The annual income is incorrect and updated after reviewing proofs

decision_basis: ex:documents/12754

type: pl:AmendingData

4. The revised data | =—

“" ]

i

|

1

L D

type: In:LoanApplication
type: pl:Data
attr_loan_amnt: 12025
attr_term: 36 months
attr_emp_title: Lead Vet Tech
attr_emp_length: 4 years
attr_home_ownership: RENT
attr_annual_inc: 150000
attr_purpose: credit_card
attr_title: Credit card refinancing
attr_zip_code: 950xx.
attr_addr_state: CA
attr_application_type: Joint App
created_at: 2019-05-15T14:29:30




Towards a methodology for
legally-grounded explanations

work with Niko Tsakalakis and Sophie Stalla-Bourdillon
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Explanation Assistant tool for organisations to
provision their applications with provenance-based
explanations capabilities.

A.

Explanations
classification

D. Shape of

provenance

E. Queries

B. Socio
technical
specification

C. Explanation
Plans




A B. Socio

- gmmm - . Explan:ations technical
A. Framework of classification Action/
| |

Condition

M an datO I'y / D. Shape of C. Explanation

provenance Plans
Discretionary \
8 E. Queries
Type of
disclosure —
Sub-obligations

Similar
Com ler/nenta Gr— Reljﬁedéiiher Intended [l Explainability
: p Y mec}ll)ef)nisms recipient goals Action
existing measures Design
Underlying Education
C°§§§;‘ﬁ§§§ d Troubleshooting
Trust
Internal group /
EuEerw?(g / Underlying question:
xternal User —
Explicit / What?
Mandatory data Implicit wﬁy? ,
points referred to Whytn'(f)':.
by explanation atif:
A How to?

(Sophie Stalla-Bourdillon, Niko Tsakalakis, PLEAD Project)



Requirements are
matched with
explainability goals
and broken down
based on

o triggers

o audience

o minimum content
o priority...

Identifier

DP.GDPR.2

DP.GDPR.2.1

DP.GDPR.2.1.1

DP.GDPR.2.1.2

DP.GDPR.2.1.3

DP.GDPR.2.1.4

DP.GDPR.2.1.5

Description

Data subjects are
adequately
informed about
the processing

Data subjects are
informed about
the sources of
data, the

Data subjects are
informed about
the sources of
data

Data subjects are
informed about
the recipients of
data

Data subjects are
informed about
the purposes of
processing and
the legal basis
Data subjects are
informed about
the categories of
data

Data subjects are
informed about
transfers to third
countries

Type of
disclosure

Plain (with the
exception of the
sources of data)

Plain (with the
exception of the
sources of data)

Aggregated
values

Plain (in practice
usually
aggregated, e.g.
‘advertising
partners')

Plain (has to be
explicit)

Aggregated
values

Aggregated
(usually general
clause)

Time of
disclosure

Before process

Before process

Before process

Before process

Before process

Before process

Before process

Explanation trigger

Processing of personal data

Processing of personal data

Processing of personal data

Processing of personal data

Processing of personal data

Processing of personal data

Processing of personal data

Intended
recipient

Data subjects

Data subjects

Data subjects

Data subjects

Data subjects

Data subjects

Data subjects

Explainability goal category

Understandability:
Accountability

Understandability:
Accountability

Understandability:
Accountability

Understandability:
Accountability

Understandability:
Accountability

Understandability:
Accountability

Understandability:
Accountability

A.
Explanations
classification

D. Shape of

provenance

E. Queries

Minimum required

content Priority level
See below 2.1 - 2.6 Mandatory ~
See below 2.1.1-2.1.5 Mandatory ~
List of data sources (e.g. Mandatory ~
public registers)
List of recipients of data  Mandatory ~
(aggregated form
acceptable(?))
List of purposes Mandatory ~
Frequency of usage for Mandatory ~
data categories and
attributes
- General clause of Mandatory ~

possibility to transfer to
third countries -
Aoplicable safequards

B. Socio
technical
specification

C. Explanation
Plans

Underlying concerns and
questions

Where will you obtain my personal
data from? How will you collect
personal data about me?

Who can view, edit or receive my
personal data?

Why do you need to process my
personal data? Can you achieve
the same purpose without
processing my personal data?

What type of data are used on
average by this processing?

Are any data transferred to areas
where the GDPR does not apply?
Are transferred data protected?



The data subject rectification request
<reference to request> was reviewed by an
agent <reference to staff> who decided to
accept it based on the data subject provided
reason <subject reason>.

* Includes reference to PROV elements variables
« Grammatical structure
« Surface generation left to NLG library

A. B. Socio
Explanations technical
classification specification

D. Shape of C. Explanation

provenance Plans

E. Queries

=CLAUSE, ={expletive_subject=false verb_phrase={ =null, =!
=NOUN_PHRASE, ={ =WordElement [a:DETERMINER] head_markup_elemen’
= =DETERMINER, { =null, =DETERMINER, ={defaul

’
1t: content="agent (staff/211)", ={number=SINGULAR, gender=NEUTER, acronym=fals:

=CLAUSE, ={postmodifiers=[{ =null, =PREPOSITIONAL,
=VERB_PHRASE, ={negated=false perfect=false passive=false head=W

lement: =decide, =VERB, { =null, =VERB, ={default,

lement: =NOUN_PHRASE, ={head=| |[Element [it:PRONOUN] =W

Element: =your, =DETERMINER, { =null, =DETERMINER,

Element: =it, =PRONOUN, { =null, =PRONOUN, ={nui
lement: =PREPOSITIONAL_PHRASE, ={head=WordElement [based on:PREPOSITIOI
Element: =based on, =PREPOSITION, { =null, =PREPOSITION

seElement: =NOUN_PHRASE, ={head=provided reason ={

wraseElement: =NOUN_PHRASE, ={head=W .ement [subject:NOUN]
|-WordElement : =the, =DETERMINER, { =null, =DETERMINER,
|-PhraseElement: =ADJECTIVE_PHRASE, ={head=data elided=false }

| \-StringElement: content="data", ={discourse_function=PRE_MODIFIER, elided:

\-WordElement: =subject, =NOUN, { =null, =NOUN,

StringElement: content="provided reason", ={number=SINGULAR, gender=NEUTER, ac
|-PhraseElement: =NOUN_PHRASE, ={head=[ number=SINGULAR gender=NEUTER ac

\-StringElement: content="[", ={number=SINGULAR, aender=NEUTER, acronvm=false



A. B. Socio

Explanations technical
a n e 0 rove n a n c e e L
| |

D. Shape of

provenance
var:applicant
att
del
E. Queries
1
\
\
1
CllStOInCI‘_I‘CqUCSt type: var:document_type .
Term Super Class  same-as Description
y N DataSubject provAgent  hitps:/w3id.org/ GDPRIEXT#DataSubjec The data subject is the person with data at the current organisation
Y DataController The organisation that controlls personal data
ass Y PrivacyNotice The rules that the organisation apply for the handiing any data
use ~ Rentation The amount of time those rules are being used in the organisation
o type: pl:DataRectificationRequest Purpose The information and the rules included in this privacy notice
type: prov:Person P ) ’ Publication The activity of publishing the privacy notice on the organisation website
type: In:DataProtectionOfficer reviewing_request n.aquast_reasom var:request reason Data hitps//w3id.or/GDPRIEXT#Data° The data holded on data subject by the current organisation
timestamp: var:request_date data_source The source of the data holded about the data subject, either from another or from the data subject
s Attribute A specific feature/column/section in the data that is holded about the data subject
X Rectification The process of update/fix data attributes based on the data subject request
prad DecisionRefusal The process of refusing data subject request, with provided data
- att RequestErasure Data subject requesting a data erasure with provided reasons.
- - Erasure The process of removing data attributes based on the data subject request
type: 1:Re viewingRectifi cationR eque st
ype: P s 2R < ificati g (i € ErasureDecision The data controller decision on a data subject request of erasure
startTime: var:reviewing_start rectification_review_decision der RequestRestrict Data subject requesting a ristriction on this data with provided reasons
endTime: var:reviewing_end Restrict The process of restricting the data acesss based on the data subject request
RestrictDecision The data controller decision on a data subject request of restriction
_ ObjectionDecision The data controller decision on a data subject request of objection of process his data
-7 RequestObjection Data subject requesting an objection to processing his data
-~ Objection The process of stopping the use of data subject's data
assoc . - Staff
type: pl:ReviewDecision
Y staft type: pl:HumanDecision
rectifying type: pl: AcceptanceDecision var:application
var:
\\ decision_basis: var:document

A lightweight vocabulary used to annotate the
provenance and exploited by our queries

type: pl: AmendingData
startTime: var:rectifying_start
endTime: var:rectifying_end

1
1
1
1
1
1

type: In:LoanApplication 5
type: pl:Data

attr_loan_amnt: var:attr_loan_amnt
attr_term: var:attr_term
attr_emp_title: var:attr_emp_title
attr_emp_length: var:attr_emp_length
attr_home_ownership: var:attr_home_ownership
attr_annual_inc: var:attr_annual_inc
attr_purpose: var:attr_purpose

attr_title: var:attr_title
attr_zip_code: var:attr_zip_code
attr_addr_state: var:attr_addr_state
attr_application_type: var:attr_application_type
created_at: var:application_created_at




prefix ln <https://plead-project.org/ns/loan#>
prefix pl <https://plead-project.org/ns/plead#>
select *x from waw a prov:WasAssociatedWith
from officer a prov:Agent

join waw.agent = officer.id

from reviewing a prov:Activity

join waw.activity=reviewing. id

from derl a prov:WasDerivedFrom

join reviewing.id=derl.activity

from decision a prov:Entity

join derl.generatedEntity=decision. id

from request a prov:Entity

join derl.usedEntity=request.id

where officer[prov:type] >= 'prov:Person'
and decision[prov:typel >= 'pl:ReviewDecision'’
and decision[prov:typel >= 'pl:AcceptanceDecision’

and request[prov:type] >= 'pl:DataRectificationRequest’

A.
Explanations
classification

D. Shape of
provenance

E. Queries

B. Socio
technical
specification

C. Explanation
Plans



1. Configuring the Explanation Assistant

PLEAD Socio-technical Specifications

Search and select supported explanations to configure the Explanation Assistant

Regulations:

GDPR Equality Act 2010 Human Rights Act 1998 Consumer Credit Act (CCA) 1974 Data Protection Act (DPA) 2018

Investigatory Powers Act (IPA) 2016

Select the regulations to be supported

Priority Level:
@ Mandatory @D Discretionary

Search

DP.GDPR.2

Data subjects are adequately informed
about the processing Mandatory

The controller shall take appropriate measures to

provide any information referred to in Articles 13 and
14 and any communication under Articles 15 to...

Selected

DP.GDPR.2.1

Data subjects are informed about the
sources of data, the recipients of data, the

DP.GDPR.2.2

Data subjects are informed about the
retention periods Mandatory

he period for which the personal data will be stored,

or if that is not possible, the criteria used to
determine that period

Selected

DP.GDPR.2.3

Data subjects are informed about the
legitimate interests pursued Mandatory

DP.GDPR.5.2

Data subject requests the erasure of data
Mandatory

Selected

DP.GDPR.5.2.1

Recipients of data are informed about the
erasure Discretionary

The controller shall communicate any rectification or
erasure of personal data or restriction of processing

nnarrind At in annardanan with Artinla 18



2. Instantlate Explanation Assistant

File Edit View Hstory Boowmarks Tools Window  Help

o conhost

@ Ooneg Stated £ Moy Viner @) Gemiog e @ 5

Document

Document: http://localhost:7076/provapi/documents/r20847 Explanation: http://localhost:7076/provapi/documents/r20847/explanationdetails/0

Config JSON
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plead.erasure.accept2a
plead.rectification.accept2a
plead.rectification.accept2b
plead.erasure.accept2b
plead.rectification.reject

plead.erasure.reject




P 5 2
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3 Ex 0sen I SE S 8
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~ N S
°38 S35
N & v 2
narrative provenance api (narrative) !1(. “des ’
S r
st 55
& &
/provapi/documents/{docId}/random_narrative Random Narrative of Document S

/provapi/documents/{docId}/explanation/{expid} Explanation from Document

/provapi/documents/{docId}/explanationdetails/{expid} Explanation from Document

/provapi/documents/{docId}/animation.svg SVG for animation from Document

/provapi/documents/{docId}/explanationdetails/{expid}/config Configuration of Explanation for Document

/provapi/documents/{docId}/explanation/{expid}/config Configuration of Explanation for Document

/provapi/documents/{docId}/explanation Create explanation from existing Document

/provapi/documents/{docId}/explanationdetails Create explanation, and returns all details for existing Document

/provapi/documents/{docId}/linear narrative Linear Narrative of Document
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4. Integrate

{

"plead.rectification.accept2a’:
"Your rectification request
(customer_requests/1234) was
reviewed by an agent (staff/211) who
decided to accept it based on your
provided reason [ My annual income
1s not correct, 1t 1s 150000 not
50000 ]." ,

"plead.rectification.accept2b":
"Your loan application
(applications/128350251/v1) was
corrected on 2019-05-15T14:29:30."

}
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TFS §.3
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"var" : { ‘lII)

"institution 4

"@id" : "ex:;ustitugion"
H, 3

P i

“application": [ { §

"@id": "ex:appli%htions/128350251"
H,
"application/vl": [ {

S«

e

g5
)

&

gé’

"@id": "ex:applications/128350251/jv1"

.,

"applicant”: [ {
"@id": "ex:applicants/128350251"
H,
"staff2": [ {
"@id": "ex:staff/112"
H,
"reviewing_request": [ {
"@id": "ex:review_request/1234"
H,
"rectifying": [ {
"@id": "ex:rectifying/1234"
H,
"rectification_review_decision": [ {

"@id": "ex:rectification_review_decision/1234"

H,
"customer_request”: [ {
"@id": "ex:customer_requests/1234"
H,
"document”: [ {
"@id": "ex:documents/12754"
H,
"document_type": [ {
"@id": "ln:Payslip"
H,

"document_location": [ "some/file/location" ],

5

K _
Aop). O?.
Dy, '
o,
‘@

"request_reason": [ "My annual income is not correct, it is 150000 not 50000 ],
"comment": [ "The annual income is incorrect and updated after reviewing proofs" ],

"request_date": [[ {
"@value": "2020-05-13T14:58:15",
We Mamdn

NAdmalte R




PROV

Work with Senka Krivic, Gerard Canal, Dong Huynh, Thump Project



T

n an environment where
the knowledge base
changes frequently, how
can we explain the actions

-
\of the robot: Y

~




Waypoints are generated and stored in
: the knowledge base of robot. The robot
‘ 6. Roadmap server —————— e e > planner creates a plan to visit all the

1 waypoints. Plans actions are issued,
executed by the robot and monitored
for successful completion.

‘ 5. Waypoints ‘.:

‘ 4. Original Plan

‘ 3. Plan Dispatcher

‘ 2. Failed Action

‘ 1. Cancelled Plan




Plan description

"thump.plan.actionsla": "Plan (move-
turtlebot.®) has action
(plan/actions/0@) and action
(plan/actions/1)."

Statement of failure

“"thump.plan.failurela": "The plan
(move-turtlebot.®) which was
dispatched during activity
(dispatching_plan/367) by the
dispatcher (rosplan_plan_dispatcher)
was canceled."

Root cause analysis, choice of explanations
with increasing details

"thump.plan.failurelb": "Plan (move-
turtlebot.1) was failed by action
(plan/actions/1.3)."

"thump.plan.failureld": "Plan (move-
turtlebot.1) was failed by action
(plan/actions/1.3) derived from
(plan/actions/1) with waypoint (wp2)
created by ROS Node
(rosplan_roadmap_server)."






PROV
« National climate assessment, loan assessment, robotic scenario
PROV
« Allows for traceability of artifacts, activities, and responsibility
« Allows for all versions to be managed and searched
« Allows for user navigation
PROV
« Allows for essence of provenance to be found
 Allows for explanations to be constructed
User benefits of PROV
» Increased trust in data and processes
* Provenance is actionable

« Navigability

« Explainability
« Explanations are meeting a clear purpose (legal or other)

data governance tool!
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